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Synopsis 

This Issue Brief for the South African G20 presidency brings a digital economy lens to 

contemporary considerations of fact-based information environments in the light of 

generative AI.1 The brief builds on DEWG's work on information integrity done under the 

Brazilian Presidency in 2024.  Deepfakes are conceptualised as those synthetic media products 

in which events or a person’s likeness (particularly faces or voices) are rendered for purposes 

of deception, diminishing reputation or distraction from trustworthy content. The brief 

addresses the problem of how to develop policy responses within a fast-moving technical 

context, and how G20 countries can mitigate before escalation.  It points especially to the 

value of foresight and research in detecting the instances and extent of deepfakes. The brief 

finally recommends how G20 members might address these issues. 

Baseline assessments  

Technologically manipulated information is referenced in the DEWG 2024 Ministerial 

statement, and since in the Global Digital Compact and many other international outputs (see 

Appendix 1 for background). While debates exist about concepts, terminology and the impact 

of false information, consensus is emerging on several points. 

First, to be effective the digital economy depends on an information system where there are 

significant elements of content that meet the criteria of accuracy, reliability and consistency 

(with some debate about the additional criteria of fidelity, safety, and transparency). Within 

this scope, the concept of information as a public good, endorsed by UNESCO Member States 

in the Windhoek+30 Declaration, highlights the necessity and added value of universal access 

to information. Many actors also agree with the UN’s expansive conception that information 

integrity relies on fostering societal factors such as social trust and resilience; independent, 

free and pluralistic media; incentives for advertisers and tech companies, as well as data 

access and transparency.  

Second, there are significant empirical steps being taken which show that the issues around 

Generative-AI, and deepfakes in particular, are attracting attention for their impact on social 

trust, human rights and economic relations. These cover matters such as women who are 

victims of sextortion (including children) and related non-consensual sexual imagery, and 

consumers who are hoaxed by AI-personalised “phishing” attacks or deepfake-enabled 

identity fraud, biometric system compromise and financial scams. Researchers argue that 

Generative-AI upscales existing scam tactics and enables new types of scams. One estimate is 

that AI-enabled fraud losses will increase significantly due to Generative-AI, reaching $40 

billion annually by 2027. An industry analysis attributes $1.2billion in losses from deepfake 

scams in 2024. More broadly, a global price tag of $78 billion has been assessed for 2020 as 

regards false and misleading information in general. Attention has also been drawn to 

deepfake content affecting individuals’ credit scores, while there is also awareness of gender 

and other stereotypes in AI-generated content that has a bearing on equal economic and 

career opportunities. Cybersecurity and personal intellectual property can be weakened 

 
1 This updates an earlier version tabled for the 2nd DEWG meeting on 8-10 April 2025 and circulated for 
feedback thereafter. It further draws on workshop discussions at the 3rd DEWG meeting on 10-12 June 2025. 

https://g7g20-documents.org/database/document/2024-g20-brazil-sherpa-track-digital-economy-ministers-ministers-language-g20-dewg-maceio-ministerial-declaration
https://g7g20-documents.org/database/document/2024-g20-brazil-sherpa-track-digital-economy-ministers-ministers-language-g20-dewg-maceio-ministerial-declaration
https://www.un.org/global-digital-compact/sites/default/files/2024-09/Global%20Digital%20Compact%20-%20English_0.pdf
https://www.undp.org/sites/g/files/zskgke326/files/migration/oslo_governance_centre/Information-Integrity-Report.pdf
https://www.lawfaremedia.org/article/what-does-information-integrity-mean-for-democracies
https://www.unesco.org/en/articles/unesco-general-conference-endorses-windhoek-30-declaration
https://www.un.org/en/information-integrity/global-principles
https://www.bbc.com/news/articles/c8d90qe4nylo
https://researchictafrica.net/research/engagement-at-what-cost-examining-the-intersection-of-social-media-generative-ai-and-gender-based-violence/
https://www.thehindu.com/sci-tech/technology/over-90-female-instagram-influencers-fall-victim-to-deepfake-pornography-finds-study/article68196062.ece
https://arxiv.org/abs/2412.00586
https://www.forbes.com/sites/rashishrivastava/2025/04/15/the-prompt-chatgpt-generates-fake-passports/
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://www.bbc.com/news/articles/clyvj754d9lo
https://datasociety.net/library/scam-gpt/
https://www2.deloitte.com/us/en/insights/topics/digital-transformation/four-emerging-categories-of-gen-ai-risks.html
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.tandfonline.com/doi/full/10.1080/13600869.2024.2324540
https://www.unesco.org/en/articles/generative-ai-unesco-study-reveals-alarming-evidence-regressive-gender-stereotypes
https://www.unesco.org/en/articles/generative-ai-unesco-study-reveals-alarming-evidence-regressive-gender-stereotypes
https://arxiv.org/html/2402.01002v3
https://www.linkedin.com/pulse/deepfakes-cyber-2025-threats-defense-strategies-jahanzaib-tabassum-phk7f/
https://www.theguardian.com/technology/2025/jun/27/deepfakes-denmark-copyright-law-artificial-intelligence
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through deepfakes. The economic impacts of deepfakes are complemented by threats in other 

sectors, including in higher education where risks of scientific confusion may emerge.  

In addition, a number of jurisdictions have already set out provisions concerning these 

matters. Examples are in the US concerning electoral law as well as “digital forgeries” in cases 

of non-consensual sexual imagery, and in the EU including in the AI Act. China is requiring AI-

generated content to be labelled, and Spain to be considering stiff fines for failure to label. In 

2024, major corporations established the Coalition for Content Provenance and Authenticity 

(C2PA) to agree on standards, including metadata and labels, for adding “Content Credentials" 

to AI-generated content, and an ISO standard is in process. Governance debates now 

encompass the deepfakes issue. 

Third, the definitions of “deepfake” and the technical plus semantic challenges of identifying 

such are not yet settled (see Appendix 2). But what is not disputed is the need for concrete 

assessment of these technologies and “deepfake” outputs however they may be interpreted 

in different jurisdictions. This assessment is necessary in order to have an evidence-based 

approach to policy responses to the challenges. It has been observed that there is relatively 

little empirical evidence to date on the actual prevalence and impacts of deepfakes and that 

what exists is also limited geographically and in other ways. The challenge here is the well-

known Collingridge dilemma about developing policy and regulation to pre-empt possible 

harms to human rights, when hard evidence is still in an emerging stage (or for some countries, 

where access to evidence is constrained by high paywalls or by proprietary controls on access 

to relevant data sets). Pausing action on a policy can leave things too late to prevent or mitigate 

severe consequences, while precipitate interventions may have unintended consequences 

that inhibit benefits or cause unforeseen harms.  

Building on the conundrum outlined above, several ways forward present themselves. One is 

to engage in foresight and scenario planning that uses human rights and safety risk 

assessments as tools for preparing agile responses to how trends actually unfold in practice. 

A complementary response is to develop effective research methodologies to collect 

evidence, including in real time, about deepfakes that are circulating, as well as evidence on 

the effectiveness of counter-strategies in play, and to extrapolate trends from such samples. 

Bound up with this are the development of indicators and data.  

While attention has increasingly been given, for example by regulators, to the wide range of 

measures in play to address the actors in the “deepfakes” supply chain, the matter of 

strategies for preparedness and informed policy-response, as discussed below, have not been 

foregrounded. 

Foresight, Scenario Planning and Human Rights Risk Assessments (HRIAs) 

By systematically exploring possible future states, scenario planning offers a structured 

method for developing responsive approaches to specific deepfake proliferation and possible 

harm. This method (with multiple variations) can enable policymakers to develop adaptive 

regulatory frameworks that stay relevant even as technology advances, while avoiding both 

ill-considered reaction or regulatory lag. Instead, they enable informed contingency planning.  

https://open-publishing.org/journals/index.php/jutlp/article/view/1108/927
https://www.citizen.org/article/tracker-legislation-on-deepfakes-in-elections/
https://www.congress.gov/bill/119th-congress/senate-bill/146/text
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/690039/EPRS_STU(2021)690039_EN.pdf
https://artificialintelligenceact.eu/
https://www.cac.gov.cn/2025-03/14/c_1743654684782215.htm
https://www.scmp.com/news/china/politics/article/3302477/china-mandates-labels-all-ai-generated-content-fresh-push-against-fraud-fake-news
https://www.scmp.com/news/china/politics/article/3302477/china-mandates-labels-all-ai-generated-content-fresh-push-against-fraud-fake-news
https://www.reuters.com/technology/artificial-intelligence/spain-impose-massive-fines-not-labelling-ai-generated-content-2025-03-11/
https://c2pa.org/
https://www.iso.org/organization/10241898.html
https://arxiv.org/pdf/2502.04526
https://journals.sagepub.com/doi/10.1177/14614448241253138
https://search.worldcat.org/title/The-social-control-of-technology/oclc/14691448
https://www.washingtonpost.com/technology/2021/09/16/facebook-files-internal-research-harms/
https://www.jbs.cam.ac.uk/events/cambridge-disinformation-summit-2025/
https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/deepfake-defences-2--the-attribution-toolkit
https://www.sciencedirect.com/science/article/abs/pii/S0016328712001978
https://scienceimpact.mit.edu/sites/default/files/documents/Scenario%20PlanningA%20Review%20of%20the%20Literature.PDF
https://library.oapen.org/bitstream/handle/20.500.12657/46112/2021_Book_NextGenerationSupplyChains.pdf?sequence=1#page=50
https://scienceimpact.mit.edu/sites/default/files/documents/Scenario%20PlanningA%20Review%20of%20the%20Literature.PDF
https://link.springer.com/chapter/10.1007/978-3-031-71097-1_9
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Policy-makers can profitably conduct such foresight exercises, drawing also on partnerships 

with academics and private sector experts. This can be complemented by requiring designated 

actors (eg. Generative-AI vendors and platform distribution companies) to undertake 

auditable scenario planning, which in turn can be linked to compulsory HRIAs ahead of key 

moments (such as elections or expected natural disasters). The advantage of delegating these 

tasks to the core service providers is to mobilise their close knowledge of technical 

developments and their ability to institute safeguards at early stages.  

On the basis of scenarios, a threat analysis for anticipating weaponized deepfakes can assess 

the likely vectors of fake identities, fake information and fake behaviours. These can inform 

adversarial stress testing and red-teaming. A playbook can be developed to respond to 

different types of crisis scenarios. Refreshed scenarios are recommended to account for 

changes in technology, and intrinsic lags in detection tools.  

Effective scenario planning for deepfakes should incorporate cross-disciplinary expertise to 

identify plausible trajectories of technological development and deployment. Key variables for 

scenarios might include the accessibility of deepfake creation tools (including those that are 

open-sourced and can more easily enable users to bypass technical provenance and 

authenticity features, as well as the simple method of photographing an image to remove 

technical signals about AI provenance). Also important is to assess expectations around 

detection capabilities, governance mechanisms for the relevant digital service providers 

(including platforms), and changes in societal resilience. Scenarios can test the establishment 

of appropriate thresholds and convergent factors which can raise the likelihood and severity 

of risks.  

HRIAs – whether conducted by state entities, digital companies and other actors – constitute 

a complementary methodology that could be adjusted to evaluate the real and potential 

effects of deepfakes through the lens of established international human rights frameworks. 

HRIAs offer particular value in this domain by examining how anticipated deepfake 

technologies and outputs might compromise rights to privacy, security, dignity, and economic 

participation across different demographic groups and national settings. They can also identify 

deepfakes intended to intimidate people (eg. women political actors) and harm their right to 

free expression. These kinds of assessments can also help identify the groups most susceptible 

to the negative impacts of deepfakes. By assessing risks in terms of likelihood and severity, 

clear prioritisation can be established about attention to be given to different scenarios with 

different deepfakes, where and when. Also arising from a human rights orientation is the need 

to grade possible responses and mitigations in terms of international standards. This involves 

designing responses that align with the “three-part test”: legality; necessity and 

proportionality; and legitimate purpose. 

For enduring effectiveness, HRIAs should be conducted throughout the development of 

Generative-AI foundation models and applications. In part, this requires establishing clear 

expectations for developers to incorporate human rights considerations in design and testing 

stages. The same consideration applies to the platform companies through which deepfakes 

are distributed at scale. The UN Guiding Principles on Business and Human Rights can guide 

these kinds of practice. G20 members may conduct or incentivise HRIAs, as well as mandate 

https://www.oecd.org/en/publications/using-foresight-to-anticipate-emerging-critical-risks_84820cd8-en.html
https://partnershiponai.org/manipulated-media-detection-requires-more-than-tools-community-insights-on-whats-needed/
https://datasociety.net/library/red-teaming-in-the-public-interest/
https://www.prnewsonline.com/how-to-counter-a-deepfake-narrative-before-the-crisis-hits/
https://repository.rit.edu/theses/11589/
https://www.oii.ox.ac.uk/news-events/dramatic-rise-in-publicly-downloadable-deepfake-image-generators/
https://www.humanrights.dk/tools/human-rights-impact-assessment-guidance-toolbox/introduction-human-rights-impact-assessment#:~:text=In%20the%20business%20context%2C%20HRIA,as%20workers%20and%20community%20members.
https://www.oecd.org/en/publications/mapping-emerging-critical-risks_eb642ada-en.html
https://www.unesco.org/en/freedom-expression-rule-law
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
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the same for entities developing Generative-AI models and applications, as well as for those 

that circulate content via social networks. HRIAs can be profitably done ahead of elections 

such as in the UK and South Africa.  

Combining scenario planning and human rights assessments may also prove valuable for early 

warnings, such as where deepfakes may present heightened risks in contexts of high distrust, 

low digital literacy, limited credible journalism and fact-checking infrastructure, political 

polarization or economic stratification. Ongoing monitoring of actual outcomes against 

predicted scenarios and creating feedback loops may improve assessment quality over time. 

As with monitoring the prevalence of deepfakes online, conducting scenario planning research 

and HRIAs at scale also requires access to data from the service providers concerned. 

Assessment of the value of such exercises is also a practice that can be commended. 

Approaches to uncovering evidence for policy  

Foresight and developing playbooks are important tools that can help manage the Collingridge 

dilemma. Another way to respond to deepfakes is through actual empirical research guided 

by appropriate methodologies.  

A literature review published by RAND reports that deepfake videos are more likely than fake 

news articles to be rated as vivid, persuasive, and credible, although they are also less 

persuasive than anticipated. Training audiences can help protect audiences from deepfake 

harm, according to some research reviewed for the report. However, generalising from 

laboratories and experiments in certain countries, to other contexts and countries is a fraught 

exercise. National (and contextual) differences may profoundly influence how individuals 

engage with deepfake content, as they relate to aspects such as trust in media outlets, 

individuals’ media and digital literacy, prior exposure to specific facts or manipulated 

information, and frequency of access to each digital platform. There are also important 

challenges regarding confirmation and social desirability biases.  

Research on Generative-AI deepfakes also needs to be aware of coverage issues related to 

online samples, as these sometimes underrepresent Internet users with low-quality 

connections, fewer devices and less frequent usage. News stories may give the impression 

that the challenges are more widespread and influential than is actually the case. Hence, this 

section of this Issue Brief puts emphasis on research methods rather than findings. This focus 

correlates with three areas where G20 states can foster assessment of: a) the prevalence and 

dissemination of deepfakes; b) the impacts of this dissemination for audiences (investors, 

voters, consumers and vulnerable individuals who are targeted; and c) the effectiveness of 

mitigation interventions.  

Assessing online patterns around deepfakes 

Research requires effective methods to measure the prevalence of “deepfakes” online, with 

reference to reach, propagation velocity and algorithmic amplification, engagement and 

cross-platform presences as well as the differences between digital creation and distribution 

services. In one study, the methodology of examining exponential growth, led to predicting 

eight million cases in 2025. Other features that can inform research methods are 

customisation to account for the technologies and thematics of deepfakes (including 

https://cetas.turing.ac.uk/sites/default/files/2024-05/cetas_briefing_paper_-_ai-enabled_influence_operations_-_the_threat_to_the_uk_general_election.pdf
https://sanef.org.za/wp-content/uploads/2024/10/SANEF-Mitigating-Online-Risks-for-the-2024-Elections.pdf
https://securitybrief.com.au/story/deepfake-threat-only-0-1-can-spot-ai-generated-fakes
https://www.rand.org/pubs/perspectives/PEA1043-1.html
https://search.worldcat.org/title/Survey-methodology/oclc/302189175
https://www.tuvoc.com/blog/deepfake-ai-in-2025-navigating-threats-and-unveiling-opportunities/
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gendered dimensions). Attention is further needed to the formats in which the content is 

presented (audio, video, text, etc.), and to possibly correlated variables – such as the existence 

or not of labels disclosing AI-generation. Detection lags – the time between publication and 

identification – are also significant to establish. Using watermarks for detection alone does 

not show the record of changes of the content, which depends then on whether there is meta-

data showing provence trajectories.  However, the diverse range of watermarking and meta-

data systems raise challenges for cross-platform and cross-content research.  

Data about orchestrated online networks may show where commercial or other services are 

trafficking in deepfakes for various clients. The use of AI technologies for such analysis opens 

up possibilities for detecting patterns associated with deepfakes. Simulated “Generative 

Adversarial Networks” may be set up to develop specific decoders (also known as 

discriminators) for identifying where deepfake detection have gaps. Multi-modal detection 

systems, covering audio, text, video and still images, are needed for a comprehensive 

assessment of deepfakes.  

Research and monitoring are needed where regulation requires actors such as political parties 

to disclose their use of Generative-AI. (Political parties in Korea and Brazil, for example, have 

been targets of deepfakes and misinformation campaigns during elections). The effect of such 

regulations may require purposive sample methods as to the compliance levels visible online. 

Monitoring compliance with disclosure is a challenge, particularly in regard to detecting actors 

who seek to circumvent strictures. Here, the role of journalists and fact-checkers, using inter 

alia Open Source Intelligence Techniques, can be recognised as an important component of 

the ecosystem of detection. Companies providing services for AI content generation and/or 

distribution should be incentivised to have their systems and measures to do their own 

assessment of violations of their terms of service (including with regard to deepfakes in 

advertising content on social media platforms). Content distribution platforms using 

automated content moderation methods for deepfakes need to assess under- and over-

enforcement, as well as false negatives and positives. There is a need to independently 

research and compare how different platforms treat the same deepfake content in terms of 

detection, signalling and application of their own content policies.  

Access to data from digital platforms and Generative-AI companies  

For stakeholders outside the companies themselves, such as regulators and academic 

researchers, who seek to monitor the prevalence and character of deepfakes, access to 

corporate data is essential. This includes access to data sets about what content is 

electronically signalled as AI-generated (as per C2PA commitments). Where channels used for 

content distribution involve hidden dimensions, such as messaging services and emails, this 

requires metadata access along with creative research methods such as ethnographic 

sampling. 

Access to privacy-protective data sets through APIs or sandboxes is a constant topic of debate. 

International organisations are constantly encouraging social media platforms to open up 

their holdings and share specific data through dedicated infrastructures. However, there 

appears to be a growing trend towards more opacity in this sense, with some platforms 

restricting researchers’ access to this data. Africa and Asia do not have open API access (for 

https://www.rand.org/pubs/perspectives/PEA1043-1.html
https://www.rand.org/pubs/perspectives/PEA1043-1.html
https://www.computer.org/csdl/journal/tp/2024/08/10440475/1UGSe7RnrCE
https://www.dw.com/en/south-korea-battling-deepfakes-ahead-of-key-election/a-68712855
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2024-06/RISJ_DNR_2024_Digital_v10%20lr.pdf
https://www.oversightboard.com/news/content-moderation-in-a-new-era-for-ai-and-automation/
https://www.oversightboard.com/news/content-moderation-in-a-new-era-for-ai-and-automation/
https://globalmainstreamjournal.com/index.php/IEET/article/view/77/60
https://www.nature.com/articles/d41586-024-01618-z.pdf
https://www.nature.com/articles/d41586-024-01618-z.pdf
https://www.nature.com/articles/d41586-024-01618-z.pdf
https://www.nature.com/articles/d41586-024-01618-z.pdf
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example, from TikTok and YouTube, which provide this to the EU and North America). Meta, 

which previously closed its Crowdtangle tool that was also open to journalists, has replaced it 

with a content library and API for accredited researchers only. These facilities do not provide 

datasets showing where the company, its users, or AI application builders have applied 

Generative AI labels.  

These issues further point to the need to research deepfake regulatory and self-regulatory 

mechanisms, as key to improving evidence for more effective policy-making and evaluation.  

Assessing impacts on audiences of deepfakes  

Researchers can investigate how audiences interpret and react to deepfakes, assessing 

cognitive, emotive, attitudinal, and behavioural dimensions. Assessing public awareness of 

deepfakes is significant. One cited study in 2022 found that less than a third of consumers 

knew what these phenomena were. Public understanding of both the technical and semantic 

issues around provenance and authenticity of content is an important area of research. These 

kinds of studies can profitably be structured in terms of types of harm to different human 

rights (dignity, reputation, privacy, personal property, democracy, environment, culture, etc.). 

Large-scale sample surveys with audiences have been widely used to assess individuals’ time 

online, media diets, news consumption, skill sets, and perceptions, and triangulated with 

studies about public trust levels. In a context where access to data on digital informational 

practices is restricted, these have been contributing significantly to the production and 

monitoring of evidence-based policies. 

Such research frequently relies upon innovative methodologies for investigating how 

individuals interact with false and/or misleading content. OECD, for example, conducted a 

comparative study in 21 countries and with a total of 40,765 individuals surveyed in which the 

respondents were asked to distinguish between false or misleading claims and verified 

content. Respondents are then asked to assess the veracity of the claims, which led to an 

individual score. The data was analysed in the light of various factors, such as content origin 

(human- versus AI-generated) and type, sociodemographic variables, as well as individuals’ 

self-confidence in identifying false information. 

There are also many studies that use tests for identifying the impact of fact-checking and AI-

generative labels upon audiences, which measures are sometimes incorrectly presented as a 

silver bullet. In these experiments, individuals are exposed to versions of the same content 

with different labels (i.e. “true” or “false”), and then asked to assess aspects such as the 

veracity of the claims and if (and how) they would interact with the content  

Large-scale surveys as well as experimental studies can be complemented by qualitative 

research focused on specific audiences. Ethnographic and interview research into the 

producers of such deepfakes is also advised, which can help to address motivations and 

objectives. This triangulates with the complex methodological task of inferring the purpose of 

this kind of content. 

 

https://www.brookings.edu/articles/when-it-comes-to-understanding-ais-impact-on-elections-were-still-working-in-the-dark/?utm_campaign=Center%20for%20Technology%20Innovation&utm_medium=email&utm_content=350117414&utm_source=hs_email
https://www.openfox.com/deepfakes-and-their-impact-on-society/
https://www.bls.gov/news.release/pdf/atus.pdf
https://www.bls.gov/news.release/pdf/atus.pdf
https://journals.sagepub.com/doi/10.1177/14614448231199247
https://www.pewresearch.org/topic/news-habits-media/
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2023-09/Banerjee_et_al_Strategies_for_Building_Trust_in_News.pdf
https://www.oecd.org/en/publications/the-oecd-truth-quest-survey_92a94c0f-en.html
https://www.oecd.org/en/publications/the-oecd-truth-quest-survey_92a94c0f-en.html
https://www.nature.com/articles/s41598-024-53337-0
https://www.nature.com/articles/s41598-024-53337-0
https://www.disinfo.eu/publications/platforms-ai-policy-updates-in-2024-labelling-as-the-silver-bullet/
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Information Integrity in Brazil – producing research on informational dynamics with 

audiences 

Measuring the informational dynamics of contemporary societies is a substantial task. In 

this context, the development of systematic, internationally comparable, and 

methodological innovative surveys with audiences plays a crucial role, aiding stakeholders 

in filling the evidence gaps in a particularly complex (by its subjective and multidimensional 

nature) and rapidly changing field. 

In Brazil, the Regional Centre for Studies on the Development of the Information Society 

(Cetic.br|NIC.br) has been working toward a national-scale survey on the topic, leaning on 

the information integrity perspective encompassed by many policymakers and regulators in 

recent international documents. In this perspective, research and regulatory efforts assume 

a more holistic approach, looking, beyond countering information manipulation and hate 

speech, to promote healthy (diverse, reliable, consistent, evidence-based, and accurate) 

informational ecosystems and individuals’ resilience toward informational harms. Thus, 

Cetic.br|NIC.br’s research addresses various topics of investigation, such as audiences’ 

information consumption/sharing practices, confidence in national media outlets and other 

sources of information, and skills and practices for identifying and dealing with false and 

misleading information (media/algorithmic/digital literacy), as well as their perspectives on 

the topic, with previous international surveys on the field serving as references for the 

questionnaire.  

Cetic.br|NIC.br’s ICT Panel has a specific methodology for qualifying its coverage and 

representativeness, in particular by estimating the coverage error of the online sample and 

therefore minimising the selection biases associated with non-probabilistic surveys. This is 

done by building a weight structure based on the ICT Households probabilistic survey to 

assess the propensity for each respondent to be an Internet user, according to socio-

economic variables, which leads to a propensity score. By comparing both the Panel’s and 

ICT Household’s propensity scores, it is possible to estimate which part of the ICT 

Household’s population (or if all the population) could be represented by the surveyed 

respondent, thus estimating the coverage error regarding the target population.  

 

Large-scale survey inputs can be critical to the field, especially through innovative 

methodological approaches, and therefore can be expanded so that different aspects of 

deepfake circulations can be properly analysed, enhancing monitoring and evaluation of 

policies.  

Other research experiences, often experimental in design and using A/B testing techniques, 

investigate the differences between engagement with and/or circulation of deepfake videos 

in comparison to text- or audio-based false or misleading content. These seek to assess how 

different formats of information impact the trust in the content presented, individuals’ 

evaluation of persuasiveness, emotional responses, and willingness to share it. Further 

insights are gained from case studies of high-profile incidents, which focus in upon a range of 

dimensions (ideally covering deepfake production technology, actors, motivations, output 

character and dissemination, reception and regulation) 

https://cetic.br/en/pesquisa/tic-covid-19/
https://cetic.br/en/pesquisa/domicilios/
https://www.pnas.org/doi/10.1073/pnas.2114388118
https://www.pnas.org/doi/10.1073/pnas.2114388118
https://osf.io/preprints/osf/cdfh3_v1
https://journals.sagepub.com/doi/10.1177/2056305120903408
https://www.liebertpub.com/doi/10.1089/cyber.2020.0174
https://www.pbs.org/newshour/politics/political-consultant-behind-ai-generated-biden-robocalls-faces-6-million-fine-and-criminal-charges
https://dergipark.org.tr/en/pub/upa/issue/90497/1643814
https://dergipark.org.tr/en/pub/upa/issue/90497/1643814
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Assessing the effectiveness of attempted mitigations: technical and other counter-measures 

Detection tools for identifying deepfakes are constantly in need of review due to their 

vulnerabilities. Some research identifies machine learning algorithms as flagging 92% of 

synthetic content via biometric anomalies, such as irregular heartbeats in videos (although 

deepfakes include events, not only humans). Even if detection accuracy keeps improving, one 

study says that 68% of deepfakes continue to be indistinguishable from authentic content. 

Because of continuous improvement in how Generative-AI renders voice patterns and facial 

expressions, and physical events, there is a need for ongoing assessment of detection 

technologies. Further research is needed into the datasets upon which detectors are trained, 

as narrow foundations (e.g. deepfakes of celebrities) may perform sub-optimally for other 

cases. Experimental research can explore options like blockchain for content verification.  

There is also a need for studies looking at the effects of possible interventions such as labelling 

of media and information literacy programs, including AI literacy. Eye-tracking studies can 

assess whether labels are noticed, and if there is impact on processing such content. 

Longitudinal studies may be valuable as the deepfake phenomenon evolves. According to one 

studyv, there is mixed efficacy in countermeasures that help people detect fake AI-generated 

content, such as warning labels and watermarking, but the situation keeps evolving and 

requires continued investigation.  

Journalists are a stakeholder group that can mitigate deepfakes by exposing deceptiveness, 

but their abilities also need to be assessed. A role-play simulation that assessed reporters’ use 

of various detection tools, found many misjudgments as a result of over-reliance on flawed 

detectors. How journalists’ verification practices keep pace with deepfakes merits attention.  

Where regulation requires actors to disclose their use of Generative-AI (for example, political 

parties during elections), this also needs to be researched beyond the online realm and 

directly with engaging these stakeholder groups (e.g. concerning their maintenance of 

appropriate records).  

Another line of research on deepfakes’ impact links up with assessing educational approaches 

that impact on individuals’ literacy about Generative-AI. A significant sub-area here is about 

interventions in schools where relevant knowledge resources are available, but there is little 

assessment of their uptake and impact. Some research relies on comparisons between broad 

media literacy efforts with those that are focused on deepfake video content. Pilot studies 

have shown the effectiveness of training programs in increasing people’s ability to spot 

deepfakes (for example, by drawing their attention to look for unnatural eye movements). But 

technology advances make for ‘moving targets’ and the obsolence of easy detection tips. 

Coalitions such as the Partnership on AI and the C2PA can also be profitably assessed with a 

view to strengthening their effectiveness. The use of AI tools to counter deepfakes and 

fraudulent behaviours further merits assessment.  

Conclusion and recommendations 

Holistic assessment is merited because individual mitigation strategies may have limited 

effectiveness. For example, counting primarily on resilience and media and information 

literacy is seen as placing disproportionate burden on individuals, and exempting upstream 

https://www.innovationaus.com/deepfake-detectors-vulnerable-ahead-of-election/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://cetas.turing.ac.uk/publications/ai-enabled-influence-operations-safeguarding-future-elections
https://digital-strategy.ec.europa.eu/en/library/living-repository-foster-learning-and-exchange-ai-literacy
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://assets.publishing.service.gov.uk/media/679a0c48a77d250007d313ee/International_AI_Safety_Report_2025_accessible_f.pdf
https://www.cjr.org/tow_center/what-journalists-should-know-about-deepfake-detection-technology-in-2025-a-non-technical-guide.php
https://pdfs.semanticscholar.org/94cd/d80a99d574cd76782c9d58b2713f395320bb.pdf
https://www.pnas.org/doi/10.1073/pnas.1920498117
https://www.edweek.org/technology/what-teachers-and-principals-need-to-know-about-deepfakes/2024/09
https://www.aiforeducation.io/ai-resources/uncovering-deepfakes
https://psycnet.apa.org/record/2021-23406-001
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://www.weforum.org/stories/2023/05/how-can-we-combat-the-worrying-rise-in-deepfake-content/
https://partnershiponai.org/partners/
https://arxiv.org/pdf/2407.13025
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actors in the “deepfake” supply chain from responsibility.  A balanced and multilayered mix – 

all of which merits foresight and research - would include a combination of foresight, research, 

technical detection, updating regulatory institutions and co-operation, enforcement of law 

and of tech company ethics and policies, as well as initiatives for media and information 

literacy.  

This Issue Brief intersects with many other points in the G20 and the DEWG, including data 

governance. It has relevance as well for intergovernmental organisations such as the African 

Union, and for private sector actors such as the C2PA. It further touches on the roles of 

information and privacy regulators, electoral regulators, media organisations, educators and 

civil society groups. Ministers responsible for the digital economy can promote coordination 

efforts and task forces specifically focused on deepfakes and their economic impacts. They 

can champion data sharing agreements, including across borders, for research. Other 

possibilities are to help harmonise national technical standards for content provenance, and 

to drive regulatory coherence. This can include cross-jurisdictional networking which can in 

turn inform regular high-level dialogues and knowledge exchange. 

 Cross-cutting recommendations, appropriate as applicable, include:   

● Support for investment in research, monitoring and innovation in technical detection 

capabilities  

● Adopting measures to ensure scenario planning and requirements for digital firms to 

human rights risk assessments for deepfakes ahead of sensitive contexts such as 

elections and crises. 

● Developing guidelines and transparency/disclosure protocols for state actors about 

their use of Generative-AI, and also adopting conditions to selected actors, such as 

political parties during elections.  

● Promoting comprehensive data (and metadata) access from the digital companies in 

the chain of deepfakes, so as to enable public-interest independent monitoring.  

● Fostering societal media and information literacy on deepfakes.  

https://www.drcf.org.uk/
https://www.drcf.org.uk/
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Appendix 1: Background 

The DEWG Ministerial statement in September 2024 gave attention to “Integrity of 

information online and trust in the digital economy”. This statement recognised dramatic 

impacts on the speed, scale and reach of factually deceptive content. It noted that the absence 

of reliable, diverse, accurate information and knowledge may negatively affect trust in the 

digital economy, public institutions and governance and democratic processes.  

The DEWG Ministers went on to advise that AI systems as applied to content should be ethical, 

transparent, auditable, accountable and compliant with legal frameworks such as data 

protection, human rights and intellectual property. They affirmed that “content 

authentication and provenance mechanisms and related technical standards may help identify 

AI-generated content, and enable users to identify information manipulation”. The Ministers 

further encouraged cooperation and information sharing on initiatives and best practices. A 

DEWG side event was held, at which host country Brazil announced the Global Initiative for 

Information Integrity on Climate Change.  

Since the 2024 DEWG statement, reference to “information integrity” has appeared in the 

Global Digital Compact (GDC), which makes the point that: 

● Access to relevant, reliable and accurate information and knowledge is essential for an 

inclusive, open, safe and secure digital space 

● AI-manipulated information can be harmful to societies, human rights and 

fundamental freedoms, and can negatively impact the attainment of sustainable 

development goals (SDGs) 

● There should be strengthened governance cooperation at all levels to address the 

challenges of misinformation and disinformation 

● Mitigating the risks of information manipulation should be consistent with 

international law. 

The Global Declaration on information integrity online, signed by 35 countries, warns of that 

Generative AI risks becoming “an enabling tool to spread disinformation at a far greater speed 

and scale than ever before”.  The OECD has also produced a recommendation on information 

integrity, and several G20 countries remain seized with the issues, not least the challenge of 

deepfakes in elections. The UK’s regulator Ofcom has released a discussion paper about 

“deepfakes that demean, defraud and disinform”. There have been some criticisms of the 

terms “misinformation” and “disinformation”, but beyond the terminology, there are widely 

shared concerns about the damage of deepfakes. The Council of Europe Framework 

Convention on Artificial Intelligence and Human Rights, Democracy and the Rule of Law 

commits parties to adopting transparency measures including as regards the identification of 

content generated by AI systems. 

While there have been these advances within the multilateral system and some national 

states on safeguarding the integrity of information, self-regulation by platforms that had 

advanced over the past few years, has retreated. Both Meta and YouTube have walked back 

some of their content moderation policies and employee numbers, following the example of 

https://g7g20-documents.org/database/document/2024-g20-brazil-sherpa-track-digital-economy-ministers-ministers-language-g20-dewg-maceio-ministerial-declaration
https://www.un.org/en/climatechange/information-integrity
https://www.un.org/en/climatechange/information-integrity
https://www.un.org/global-digital-compact/sites/default/files/2024-09/Global%20Digital%20Compact%20-%20English_0.pdf
https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/peace_security-paix_securite/declaration_information_integrity-integrite.aspx?lang=eng
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0505
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/discussion-papers/deepfake-defences/deepfake-defences.pdf?v=370754
https://www.facebook.com/ABCNews/posts/pfbid0VKjKb5jcixWMrfMwoymgTQfofgGqG9oYwDDZ6z7BngpU8iwHwX8CLuY3Q6qcbH3Dl
https://rm.coe.int/1680afae3c
https://rm.coe.int/1680afae3c
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X. The trend is in favour of delegating signals about the quality of content on their platforms 

to users via a system of “community notes” rather than professional and independent fact-

checking. It is widely expected that these alterations will result in a greater volume and range 

of falsehoods to circulate. A resolution by the African Commission on Human and Peoples’ 

Rights in March 2025 stated that “community notes” are not an alternative to the companies’ 

corporate responsibilities nor a substitute for independent fact-checking. It added that 

“community notes” are “susceptible to be captured by forces that do not respect human 

rights”. In parallel with these developments, financial frauds and scams are becoming ever 

more sophisticated (even impersonating a country presidents), while Generative-AI 

applications and underlying foundation models continue to spread at reduced cost and owing 

to the growing ease of use of these technologies. Meanwhile, many users of 

anthropomorphised AI chat interfaces behave as if they are interacting with an actual human 

persona, thereby further diluting capacity to distinguish authenticity from engineered artifact.  

The circulation of convincing content with the particular purpose of deception can have a 

grave impact on trust, cohesion, electoral integrity and digital transactions. As such, the 

destabilising effects of deepfakes within the information environment present considerable 

risk to both digital and extra-digital economic life. Anticipating risks and assessing trends in 

this space, at the national level, as well as through international cooperation, can help enable 

G20 members to anticipate and develop evidence-based mitigations for deepfakes.  

https://achpr.au.int/en/adopted-resolutions/achprres630-lxxxii-2025
https://www.occrp.org/en/project/scam-empire
https://www.occrp.org/en/project/scam-empire
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Appendix 2: Understanding definitions and debates about “deepfakes” 

Definitions in play: 

The concept of “deepfakes” is not definitively established in the literature, nor in law and 

regulation. The scope in some cases is used primarily to refer to visual imagery (including 

video) and to a lesser extent audio. However, there is also the matter of whether to include 

synthetic text that “can flood the zone”. In some jurisdictions, “deepfakes” refers narrowly to 

content about people, although depictions of events and natural phenomena could also fall 

within the scope. Also implicated are broader company policies on disinformation in AI 

chatbots, where interactive engagements are structured to appear as if responses are as real 

as those of an actual human interlocutor. 

Many documents assume an obvious meaning to “deepfakes”, or tend to use the term 

interchangeably with “manipulated media”, “synthetic media”, “fabricated media” and 

“digital impersonation”. However, distinctions can be drawn between content that is created 

“de novo” (synthetic), and original ‘base’ content that is digitally altered (both of which 

functionalities are possible in most Generative-AI applications). The significance here is for 

detection: where there is no singular original, techniques like reverse-image search are of little 

use. Further, even where there is an original, in the contested play of meanings, some people 

have disingenuously claimed that it is the original versions that are forgeries (a variation of 

the “liars’ dividend”, discussed further below). 

In some instances, the concept of deepfakes is tied to Generative-AI and not to other 

technology. There are approaches that use the term to designate all AI-generated content, 

with some of it being designated as harmful while other “deepfakes” are seen as having 

positive uses (like in gaming, virtual reality, photography, entertainment, education and 

support for individuals who lose their voices). In yet additional cases, the terminology 

references only a subset of Generative-AI output, while for some observers “deepfakes” 

should be entirely technology agnostic.  

These variations have implications for detection, guidance, regulation and other responses to 

the challenges arising.  

Definitions for this Issue Brief: 

For current purposes, the term “deepfake” encompasses both human and non-human 

objects. It is used for all formats, while recognising that image and sound can often suggest 

greater verisimilitude than text. At the same time, it is cognisant that the persona design and 

plausibility cues involved in text exchanges via chat interfaces, while generally lacking specific 

human intentionality, are such that the process can also persuasively resemble verisimilitude 

to the extent of overshadowing hallucinations and biases. 

Attention in this Issue Brief is given to the significance of the word “fake” in “deepfakes” and 

its negative connotations. In turn, this points towards deception as a primary feature for the 

term “deepfake”. It therefore does not use semantics of both negative and positive fakes, but 

limits the term to the former, and to the purpose of misleading those receiving the content.  

https://www.rand.org/pubs/perspectives/PEA1043-1.html
https://www.disinfo.eu/wp-content/uploads/2025/02/20250224_LLM-ToS.pdf
https://www.disinfo.eu/wp-content/uploads/2025/02/20250224_LLM-ToS.pdf
https://mediamanipulation.org/definitions/
https://ico.org.uk/about-the-ico/research-reports-impact-and-evaluation/research-and-reports/technology-and-innovation/tech-horizons-report-2025/synthetic-media-and-its-identification-and-detection/
https://www.ncsl.org/technology-and-communication/deceptive-audio-or-visual-media-deepfakes-2024-legislation
https://www.forbes.com/sites/bernardmarr/2023/04/07/the-dark-side-of-technology-navigating-the-threat-of-digital-impersonation/
https://www.tandfonline.com/doi/full/10.1080/13600869.2024.2324540
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In differing jurisdictions, the criteria for deception are whether the output is believable to “a 

reasonable member of the public”, while others focus on malicious intention – whether the 

creators sought for their content to be believable. Since intentions are often hard to identify 

and prove, it is often necessary to infer these, and to combine such induction with the issue 

of whether the content does in fact appear to be credible.  

In regard to the distinct nature of Generative-AI from other AI systems, and how this can be 

managed with regards to limiting their use in the production of deepfakes, the deceptive 

significance of this kind of content should not be conflated with the underlying technology. 

Although there are cases where X-AI and its application Grok appear to have been engineered 

to apply ideological perspectives, in general Generative-AI is not deceitful in the sense of 

intentionally manipulating people’s beliefs in what is true and what is not.  Deceptive (in the 

sense of fraudulent) content can be produced without resort to Generative-AI. Further, very 

much Generative-AI content is not deceptive (i.e. is not presented as if it were a valid 

representation of the historically real).  

Other intentions may underpin deepfakes, such as being not so much to present purported 

realities, but rather as weapons in order to violate people’s dignity and reputation (as in non-

consensual sexual imagery), or simply as tools to create confusion about what can be believed 

and thereby weaken credible and authoritative content.        

The technology dimension: 

Keeping in mind the points made above, it is nevertheless the case that technology is also not 

irrelevant in terms of the power of producing deceptive content. It is also not marginal to the 

issue of detecting digitally processed content which is deceptive. Illustrating the historic 

significance of technology, “deepfakes” have often been designated in contraposition to 

“cheap fakes”. However, this distinction is less an absolute one than being about variations 

along a spectrum. Furthermore, given that the distinction is also based on the quality and cost 

of the representations involved, it is increasingly fading as ever more powerful Generative AI 

technology becomes ever more available for uptake.  

The concept of “deepfakes” is also sometimes counterposed to “shallowfakes” which refer to 

deceptive content produced by digital editing that is not AI-based, and which may 

nevertheless be plausible to an uninformed audience. However, more and more, digital 

editing technologies are embedding AI components in their functions, and Generative-AI itself 

is becoming more ubiquitous. This is why, in practice, there is a logic to putting attention on 

AI-generated content in general – which is a subset of all digitally produced content. This 

exponentially growing subset provides, in practice, the universe within which – going ahead – 

most deepfakes will increasingly be found. 

Technical provenance and authenticity:  

The terms “Builders” and “Creators” are sometimes used to refer to those who develop the 

technical tools, and those who apply them to produce content outputs. Both functions are 

upstream from the distribution of deepfakes which is mainly via social media platforms. The 

main players in Building, as well as Device manufacturers and Distributors, committed in 2024 

to adding signals to AI-generated content).  

https://www.techpolicy.press/regulating-election-deepfakes-a-comparison-of-state-laws/
https://datasociety.net/library/deepfakes-and-cheap-fakes/
https://syntheticmedia.partnershiponai.org/
https://misinforeview.hks.harvard.edu/article/the-spread-of-synthetic-media-on-x/
https://www.aielectionsaccord.com/
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For the Creators of deepfake content, relying on specific devices as well as specific tools based 

on “Builders’” foundation models, it follows that interventions at such base technical level 

could set parameters on possible use. Limits on “prompt-hacking” to prevent deepfake sexual 

imagery from being made are one example. Another is embedding – and then detecting, 

interpreting and acting upon - watermarked or metadata signals in devices and/or tools which 

will carry through in the outputs. In this regard, various actors have elaborated on the 

concepts of “authenticity” and “provenance”. These can be understood in two ways – 

technically and semantically.  

Purely in terms of technical dimensions (as per the C2PA), the term “provenance” involves 

laying down a detailed history of content creation and direct modifications. Examples of such 

metadata are: source-related (device type, geolocation); modification records (time stamps, 

tools used); and ingredients (source materials that have fed composite outputs). 

“Authenticity” in technical terms covers the functionality whereby provenance metadata has 

not been tampered with or removed from a content item (called “cryptographic binding”) 

and/or where it includes digital signatures in the content (eg. “BBC”). Digital provenance thus 

designates a technical record, while authenticity is about the technical integrity of that record. 

A host of specific technological measures can be interpreted in this framework. The “how” AI-

techniques have been applied can be of value in alerting users as to whether there is minor 

editing involved versus the fully-fledged extrusion of synthetic content.  

Semantic provenance and authenticity: 

These technical dimensions do not cover issues of content truthfulness or deception, which 

are epistemological questions about what distinguishes “fake” content from “authentic” 

content. Signalling the content in terms of the technology dimensions discussed above can 

only identify if the content is “manipulated” (as distinct from being a “raw” original 

representation). At the same time, such flags (even if manifested in warning labels) do not, on 

their own, communicate whether the output is produced or circulated with intent to deceive. 

Not surprisingly, false negatives and positives are endemic to any conflation of Generative AI 

outputs with deepfakes as such. This is where semantic interpretations of “provenance” and 

“authenticity” come in.  

Much digitally processed content with a high degree of realism can nevertheless be a 

recognisable as a product of imagination or educational material, or as satire and caricature. 

Accordingly, adding technical signals of provenance and authenticity can only tell 

platforms/viewers/listeners/readers that such content may be deceptive even when it is not. 

Such disclosure about the role of generative-AI may also become of diminishing value as more 

and more content qualifies to have such signals attached and where user fatigue with labels 

sets in.  

In regard specifically to content proven to be a “deepfake” (whether produced with or without 

Generative AI), warning labels in such cases may also serve to reduce trust in all content across 

the board. These matters point to the importance of research and monitoring to assess the 

impact of labels, and of other interventions, aimed at countering deepfakes, including 

unintended impacts. 

https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/deepfake-defences-2--the-attribution-toolkit
https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/deepfake-defences-2--the-attribution-toolkit
https://www.mdpi.com/2073-431X/14/1/1
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In a semantic approach to “provenance”, it is possible to use less technically intrinsic methods 

to gauge apparent identities behind the actors creating the content and/or distributing digital 

content. The focus here is on whether content has an identifiable source who is authentically 

such. Verification methods in this regard are not always foolproof. For example, the EU 

Commission has found that the sale of “blue tick” marks on X without rigorous validity checks 

means these no longer signify authenticity and instead can enable scams and phishing attacks. 

Some digital signatures may also be susceptible to being excised or forged or made misleading 

due to other content being added to the artifact at hand.  

A further complication is that it is also the case that an upfront and genuinely identified source 

is still capable of creating and disseminating deceptive content in a deepfake. Nevertheless, 

transparency about who really is involved is not without value for information integrity. State 

and political agencies for example, could be held accountable in most contexts if they were to 

use false identities to purvey deepfakes. Officials can also improve the information 

environment by practicing maximum transparency through optimum public communications 

and applying technical standards when availing authoritative content and data under 

proactive disclosure provisions within Right to Information laws.  

Part of the challenge of “deepfakes” in regard to whether the originators and actors therein 

are authentic or not is that these artefacts can be constructed to serve as imposters of genuine 

actors, or to appear as if they are in fact real humans (and not replicas or synthetic creations). 

Clues can be gleaned about Generative-AI use for coordinated influence operations, as well as 

in the context of behaviours when such operations target social media distribution platforms. 

In these, metadata gives context to data such as in showing behaviours around similarities in 

social media identity/account creation, automation of posts, nodes of leaders and peripheries 

of “buzzers” who amplify the fabrications. Apparently plausible convincing content linked to 

these behaviours may merit closer scrutiny to see if deepfakes are being deployed. The right 

to privacy becomes implicated where Generative-AI is used to customise and micro-target 

deepfakes for particular audiences and even individual targets, which in turn becomes a 

complex matter to detect at scale.  

Context annotations are a semantic attribution measure that can help signal deepfakes, even 

where technical measures fail. These involve additional information linked to the content at 

hand, produced by fact-checkers, approved users, or ordinary users. They depend on large 

part on the affordances of platforms as to whether and how they appear, a matter which 

merits more detailed research.   

Further controversies: 

Where actors are encouraged or required to provide disclaimers or other labels concerning 

digitally-manipulated content, there are diverse rules about the wording, size, placement and 

frequency of these signals (including for periodic notifications in audio). There is a policy and 

technical challenge for distribution platforms to identify and apply labels where contributions 

do not include embedded “fingerprints” or creator-applied labels. Companies such as 

Facebook have held a “Deepfake Challenge Competition”, while at the same time some 

observers fear an “arms race” where publicly available detectors will be used by adversaries 

to build undetectable deepfakes. A diversity of governance responses is evident in the April 

https://www.pcmag.com/news/verified-blue-checkmarks-on-x-are-useless-and-deceive-users-eu-finds
https://www.pcmag.com/news/verified-blue-checkmarks-on-x-are-useless-and-deceive-users-eu-finds
https://www.theguardian.com/technology/2023/aug/27/consumers-complaining-x-targeted-scammers-verification-changes-twitter
https://www.oecd.org/content/dam/oecd/en/publications/reports/2021/12/oecd-report-on-public-communication_b74311bc/22f8031c-en.pdf
https://cdn.openai.com/threat-intelligence-reports/influence-and-cyber-operations-an-update_October-2024.pdf
https://www.opengovpartnership.org/stories/information-integrity-through-metadata-publishing-data-with-context/
https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/deepfake-defences-2--the-attribution-toolkit
https://hai.stanford.edu/policy/policy-brief-preparing-age-deepfakes-and-disinformation
https://hai.stanford.edu/policy/policy-brief-preparing-age-deepfakes-and-disinformation
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2024 UN General Assembly resolution saying that watermarking or labelling should be done 

where “technically feasible and appropriate”. 2 There are initiatives by platforms such as 

TikTok to require users to use the flag “Creator labeled as AI-generated” when using 

generative AI for their content on the platform, while the Content Authenticity Initiative 

enables users to embed watermarks for their content across all platforms.  

Debates exist whether the incorporation of labels on AI-generated content may further 

support a “liars’ dividend” in that undetected and unlabelled deepfakes may, by implication, 

be taken as being non-deceptive by default. There is also the scenario of enabling lying about 

the authenticity of real content. Some research suggests that deepfakes could reduce trust in 

the accuracy of professional journalism.  

This scenario reflects the potential for actors to use tools or techniques that deliberately, or 

unintentionally, bypass C2PA-style embedded metadata and labelling practices by generative 

AI providers, platform distribution services and even users. Even with widespread adoption 

and implementation of these practices, there will be actors with interests in avoiding such 

identifiers. This means that relying solely on C2PA watermarking or cryptographic data will be 

insufficient. A combination of approaches is needed for more comprehensive detection. 

However, a further consideration is the extent to which detection efforts may blur into mass 

surveillance and thereby jeopardise personal information and privacy.  

A question this raises is the extent of value to the information environment of signalling 

provenance and authenticity in both technical and semantic senses. The debate is whether it 

is better than not doing so, or whether it has unintended consequences that outweigh the 

benefits, and if there are priority contexts (such as of deepfake deployment in elections or in 

widespread financial scams) which are more important to address than others.  This issue 

would seem to call out for credible identification and ranking of potential dangers, and the 

prioritization of signalling responses in a nuanced manner, ranging from high alert labels 

through to detailed rebuttals by credible leaders.  

A further matter concerns penalties. In some cases, “deepfakes” already fall under existing 

legal regimes concerning consumer rights, voter rights, and financial regulations. However, 

these provisions may require amendment, and in other cases (e.g. non-consensual sexual 

imagery), new regulations may be needed. The criteria of necessity and proportionality need 

to inform penalties (criminal and civil) as well as redress/relief measures (e.g. extending to 

removal or blocking of the content concerned).  

Developing coordinated responses to the challenges requires institutional initiatives. In the 

US, the Deepfakes Accountability Act proposed a task force to investigate national security 

implications, and facilitate cooperation with private sector technology enterprises and 

academic and research institutions. Because deepfakes can affect all realms of society, the 

 
2 “Encouraging the development and deployment of effective, accessible, adaptable, internationally 

interoperable technical tools, standards or practices, including reliable content authentication and provenance 
mechanisms – such as watermarking or labelling, where technically feasible and appropriate, that enable 
users to identify information manipulation, distinguish or determine the origins of authentic digital content and 
artificial intelligence-generated or manipulated digital content – and increasing media and information 
literacy”. 

https://documents.un.org/doc/undoc/gen/n24/087/83/pdf/n2408783.pdf
https://support.tiktok.com/en/using-tiktok/creating-videos/ai-generated-content
https://contentauthenticity.org/
https://scholarship.law.bu.edu/faculty_scholarship/640/
https://www.brennancenter.org/our-work/research-reports/deepfakes-elections-and-shrinking-liars-dividend
https://journals.sagepub.com/doi/10.1177/2056305120903408
https://www.tandfonline.com/doi/full/10.1080/13600869.2024.2324540
https://www.congress.gov/bill/118th-congress/house-bill/5586/text
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challenge is to develop at least a whole-of-government approach to underpin the range of 

governance requirements in particular priority sectors and targets (eg. women, migrants) as 

each is affected by deceptive content. 

It is worth recalling that Generative-AI is a technology that - irrespective of human intent - can 

output content that is ostensibly plausible, but which is not correct.3 This gives added 

resonance to calls for disclosure by designated actors (particularly state bodies) whenever 

such technology is used.4  

 

 

 

 
3 AI Models Provide Inaccurate Information to Voters with Disabilities; How AI chatbots responded to questions 

about the 2024 UK election Another study finds similar problems.  
4 As an example of convincing output, which upon investigation turned out to be fabricated, one AI chatbot 

yielded many fake references when asked for studies about deepfakes. One example it produced: ‘Chesney, R., 
& Citron, D. (2022). "Measurement frameworks for synthetic media prevalence: A standardized reporting 
protocol." Stanford Technology Law Review, 25(2), 189-231’. Queried on its production of hallucinated 
citations, the chatbot responded: “I'm creating plausible reference formats based on my training data that 
would match the type of information being discussed.”  Similar phenomena have been noted here and here.  

https://19thnews.org/2024/12/ai-sexually-explicit-deepfakes-target-women-congress/
https://www.newsguardtech.com/ai-monitor/january-2025-ai-misinformation-monitor/
https://www.proofnews.org/ai-models-provide-inaccurate-information-to-voters-with-disabilities/
https://reutersinstitute.politics.ox.ac.uk/news/how-ai-chatbots-responded-questions-about-2024-uk-election
https://reutersinstitute.politics.ox.ac.uk/news/how-ai-chatbots-responded-questions-about-2024-uk-election
https://democracy-reporting.org/en/office/global/publications/inconsistent-and-unreliable-chatbots-provide-inaccurate-information-on-german-elections
https://www.cjr.org/tow_center/we-compared-eight-ai-search-engines-theyre-all-bad-at-citing-news.php
https://www.theguardian.com/commentisfree/2023/apr/06/ai-chatgpt-guardian-technology-risks-fake-article

